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DETAILED ACTION 



1 . This action is in response to the amendment filed on December 20, 2004. The 
original application contained claims 10-42. No claims have been amended, 
cancelled or added. Presently pending claims are 1 0-42. 

Response to Arguments 



2. Applicant's arguments received on December 20, 2004, have been fully 
considered but are not persuasive for the following reasons: 

Regarding independent claim 10, the applicant argues that the CPA, Banno et al. 

r 

(U.S. Patent No. 5,680,581), does not that access to the internal memory is blocked 
after each resetting of the microprocessor. This argument is not found persuasive. The 
CPA states that "the contents of the internal memory cannot be read out using an 
instruction stored in a memory outside the address space of the internal program 
memory, and can be prevented from being disclosed to a third party" (column 6 line 65 
- column 7 line 2). This access prevention to the internal memory will be maintained as 
long as the address is not in the address space of the program memory, and therefore, 
access is blocked to internal memory after and before a resetting of the microprocessor, 
unless the address (password) matches with the address in the address space of the 
internal program memory. The applicant further argues that the CPA does not teach 
that the protection circuit is released by a successive sending on the data bus of N 
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passwords proper to the register. This argument is not found persuasive. The CPA 
discloses that "an address decoder receives an address (password) transferred from 
the address bus, detects if the received address (password) is present in the address 
space (proper to register)" (column 4 lines 47-61 ), and if it is, the protection circuit is 
released. The password disclosed by the applicant are interpreted as a stream of bits 
that must match previously stored data in order to release the protection circuit, which is 
what the CPA discloses. 

Accordingly, the rejection for the pending claims 1-42 is respectfully maintained as 
given below. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1 0 - 1 5, 1 7 - 22, 24 - 32, and 35 - 42 are rejected under 35 
U.S.C. 102(b) as being anticipated by Banno et al. (U.S. Patent 5,680,581). 



Regarding claim 1, Banno discloses: 
A microprocessor comprising: 
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an address bus (Figure 1 item 15, column 4 lines 48 - 55); 

a data bus (Figure 1 item 16, column 4 lines 48 - 55); 

a plurality of read and write accessible registers connected to said data bus 
(column 4 lines 48 - 55); 

an address decoder connected to said address bus for selecting said plurality of 
registers as a function of an address provided by said address bus (Figure 2, item 12a); 
and 

a plurality of protection circuits connected between said address decoder and 
said plurality of registers, each protection circuit associated with a register to secure 
access thereto by blocking selection of said register after each resetting of the 
microprocessor, and releasing of said protection circuit by a successive sending on said 
data bus of N passwords proper to said register during N first operations for selection of 
said register with N > 1 , the selection of said associated register being effective only for 
subsequent operations for the selection thereof until a next resetting of the 
microprocessor (Figure 1 item 12, column 4 line 47 - column 5 line 48). 

Regarding claim 19, Banno discloses: 
A microprocessor comprising: 

an address bus (Figure 1 item 15, column 4 lines 48 - 55); 
a data bus (Figure 1 item 16, column 4 lines 48 - 55); 
a plurality of read and write accessible registers connected to said data bus 
(column 4 lines 48 - 55); 
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an address decoder connected to said address bus for selecting said plurality of 
registers as a function of an address provided by said address bus (Figure 2, item 12a); 
and 

a plurality of protection circuits connected between said address decoder and 
said plurality of registers, each protection circuit associated with a register to secure 
access thereto by blocking selection of said register during write access operations after 
each resetting of the microprocessor, and releasing of said protection circuit by a 
successive sending on said data bus of N passwords proper to said register during N 
first operations for selection of said register with N £ 1 , the selection of said associated 
register being effective only for subsequent operations for the selection thereof until a 
next resetting of the microprocessor (Figure 1 item 12, column 4 line 47 - column 5 line 
48). 

Regarding claim 26, Banno discloses: 
A microprocessor comprising: 

an address bus (Figure 1 item 15, column 4 lines 48 - 55); 

a data bus (Figure 1 item 16, column 4 lines 48 - 55); 

a plurality of read and write accessible registers connected to said data bus 
(column 4 lines 48 - 55); 

an address decoder connected to said address bus for selecting said plurality of 
registers as a function of an address provided by said address bus (Figure 2, item 12a); 
and 
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a plurality of protection circuits connected between said address decoder and 
said plurality of registers (Figure 1 item 12, column 4 line 47 - column 5 line 48); 

each protection circuit associated with a register to secure access thereto by 
blocking selection of said register after each resetting of the microprocessor, at least 
two passwords are provided to each register, and releasing of said protection circuit by 
a successive sending on said data bus of at least 2N passwords proper to said register 
during N first operations for selection of said register with N > 1 , the selection of said 
associated register being effective only for subsequent operations for the selection 
thereof until a next resetting of the microprocessor (Figure 1 item 12, column 4 line 47 - 
column 5 line 48). 

Regarding claim 37, Banno discloses: 

A method for securing access to a plurality of registers of a microprocessor, the 
method comprising the steps of: 

selecting one of said plurality of registers via an address decoder as a function of 
an address provided by an address bus connected to the address decoder (Figure 2, 
item 12a); 

blocking selection of the plurality of registers via a plurality of protection circuits 
after each resetting of the microprocessor (Figure 1 item 12, column 4 line 47 - column 
5 line 48); and 

releasing a protection circuit associated with a selected register by successive 
sending on the data bus N passwords proper to the selected register during N first 



Application/Control Number: 09/479,105 Page 7 

Art Unit: 2131 

operations for selection of the register with N > 1 , the selection of the register being 
effective only for subsequent operations for the selection thereof until a next resetting of 
the microprocessor (Figure 1 item 12, column 4 line 47 - column 5 line 48). 



Claim 1 1 is rejected as applied above in rejecting claim 10. Furthermore, Banno 
discloses: 

A microprocessor according to claim 10, wherein each protection circuit is 
arranged to block the selection of said associated register during read and write access 
operations to said associated register after each resetting of the microprocessor (Figure 
1 item 12, Figure 4 item 22, column 5 lines 1 -4). 

Claim 12 is rejected as applied above in rejecting claim 10. Furthermore, Banno 
discloses: 

A microprocessor according to claim 10, wherein each protection circuit is 
arranged to block the selection of said associated register during write access 
operations to said associated register after each resetting of the microprocessor (Figure 
1 item 12, Figure 4 item 22, column 5 lines 1 -4). 

Claim 13 is rejected as applied above in rejecting claim 10. Furthermore, Banno 
discloses: 

A microprocessor according to claim 10, wherein each protection circuit is 
connected between an output of said address decoder and a selection input of said 
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associated register for selection thereof (Figure 1 item 12, Figure 4 item 22, column 5 
lines 1-4). 

Claim 14 is rejected as applied above in rejecting claim 10. Furthermore, Banno 
discloses: 

A microprocessor according to claim 10, wherein each protection circuit, during 
the first N operations for the selection of said associated register, compare N data 
elements present on said data bus with the N passwords proper to said associated 
register, and each protection circuit is released for subsequent operations of selection of 
said associated register until the next resetting of the microprocessor if the N data 
elements correspond to the N passwords (Figure 1 item 12, column 4 lines 45 - column 
5 line 48). 

Clam 15 is rejected as applied above in rejecting claim 10. Furthermore, Banno 
discloses: 

A microprocessor according to claim 10, wherein a single password is provided 
for each register (column 5 lines 1 - 48); and wherein each protection circuit comprises: 

a comparator circuit for comparing, during a first operation for the selection of 
said register, a data element present on said data bus with the password proper to said 
register and for delivery of an output signal representing a result of the comparison 
(column 5 lines 1 -48); 
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first means for holding in each protection circuit the output signal until the next 
resetting of the microprocessor (column 4 lines 52 - 61); and 

second means permitting the selection of said register if the output signal 
indicates that the data present on said data bus during the first operation of selection of 
said register corresponds to the password associated with said register (column 5 lines 
32 - 48). 

Claim 20 is rejected as applied above in rejecting claim 19. Furthermore, Banno 
discloses: 

A microprocessor according to claim 19, wherein each protection circuit is 
connected between an output of said address decoder and a selection input of said 
associated register for selection thereof (Figure 1 item 12, Figure 4 item 22, column 5 
lines 1 -4). 

Claim 21 is rejected as applied above in rejecting claim 19. Furthermore, Banno 
discloses: 

A microprocessor according to claim 19, wherein each protection circuit, during 
the first N operations for the selection of said associated register, compares N data 
elements present on said data bus with the N passwords proper to said associated 
register, and each protection circuit is released for subsequent operations of selection of 
said associated register until the next resetting of the microprocessor if the N data 
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elements correspond to the N passwords (Figure 1 item 12, column 4 line 45 - column 
5 line 48). 

Claim 22 is rejected as applied above in rejecting claim 19. Furthermore, Banno 
discloses: 

A microprocessor according to claim 19, wherein a single password is provided 
for each register (column 5 lines 1 -48); and wherein each protection circuit comprises: 

a comparator circuit for comparing, during a first operation for the selection of 
said register, a data element present on said data bus with the password proper to said 
register and for delivery of an output signal representing a result of the comparison 
(column 5 lines 1 -48); 

first means for holding in each protection circuit the output signal until the next 
resetting of the microprocessor (column 4 lines 52 - 61); and 

second means permitting the selection of said register if the output signal 
indicates that the data present on said data bus during the first operation of selection of 
said register corresponds to the password associated with said register (column 5 lines 
32 - 48). 

Claim 27 is rejected as applied above in rejecting claim 26. Furthermore, Banno 
discloses: 
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A microprocessor according to. claim 26, wherein the at least two passwords for 
said associated register are provided over said data bus in a predetermined order 
(column 5 lines 1 -48). 

Claim 28 is rejected as applied above in rejecting claim 26. Furthermore, Banno 
discloses: 

A microprocessor according to claim 26, wherein each protection circuit is 
arranged to block the selection of said associated register during read and write access 
operations to said associated register after each resetting of the microprocessor (Figure 
1 item 12, Figure 4 item 22, column 5 lines 1 -4). 

Claim 29 is rejected as applied above in rejecting claim 26. Furthermore, Banno 
discloses: 

A microprocessor according to claim 26, wherein each protection circuit is 
arranged to block the selection of said associated register during write access 
operations to said associated register after each resetting of the microprocessor (Figure 
1 item 12, Figure 4 item 22, column 5 lines 1 - 4). 

Claim 30 is rejected as applied above in rejecting claim 26. Furthermore, Banno 
discloses: 

A microprocessor according to claim 26, wherein each protection circuit is 
connected between an output of said address decoder and a selection input of said 
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associated register for selection thereof (Figure 1 item 12, Figure 4 item 22, column 5 
lines 1 -4). 

Claim 31 is rejected as applied above in rejecting claim 26. Furthermore, Banno 
discloses: 

A microprocessor according to claim 26, wherein each protection circuit, during 
the first N operations for the selection of said associated register, compare at least 2N 
data elements present on said data bus with at least 2N passwords proper to said 
associated register, and each protection circuit is released for subsequent operations of 
selection of said associated register up to the next resetting of the microprocessor if the 
at least 2N data elements correspond to at least 2N passwords (Figure 1 item 12, 
column 4 line 45 - column 5 line 48). 

Claim 32 is rejected as applied above in rejecting claim 26. Furthermore, Banno 
discloses: 

A microprocessor according to claim 26, wherein each protection circuit 
comprises: 

a first protection circuit portion comprising a first comparator circuit for 
comparing, during a first operation for the selection of said register, a data element 
present on said data bus with a first one the at least two passwords proper to said 
register and for delivery of an output signal representing a result of the comparison, and 
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first means for holding in each protection circuit the output signal until the next resetting 
of the microprocessor (column 4 line 45 - column 5 line 61 ); and 

a second protection circuit portion connected to an output of said first protection 
circuit portion and comprising a second comparator circuit for comparing, during the first 
operation for the selection of said register, the data element present on said data bus 
with a second one of the at least two passwords proper to said register and for delivery 
of an output signal representing a result of the comparison (column 4 line 45 - column 5 
line 61),- 

second means for holding in each protection circuit the output signal until the 
next resetting of the microprocessor(column 4 line 45 - column 5 line 61); and 

third means permitting the selection of said register for the subsequent selection 
operations of said register if the output signal indicates that the data present on said 
data bus during the first operation of selection thereof corresponds to the at least two 
passwords associated with said register (column 4 line 45 - column 5 line 61 ). 

Claim 38 is rejected as applied above in rejecting claim 37. Furthermore, Banno 
discloses: 

A method according to claim 37, wherein the step of blocking comprises blocking 
selection of a selected register during read and write access operations to that register 
after each resetting of the microprocessor (column 5 lines 1 - 4). 
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Claim 39 is rejected as applied above in rejecting claim 37. Furthermore, Banno 
discloses: 

A method according to claim 37, wherein the step of blocking comprises blocking 
selection of a selected register during write access operations to that register after each 
resetting of the microprocessor (column 5 lines 1 - 4). 

Claim 40 is rejected as applied above in rejecting claim 37. Furthermore, Banno 
discloses: 

A method according to claim 37, wherein each protection circuit is connected 
between an output of the address decoder and a selection input of an associated 
register for selection thereof (Figure 1 item 12, Figure 4 item 22, column 5 lines 1 - 4). 

Claim 41 is rejected as applied above in rejecting claim 37. Furthermore, Banno 
discloses: 

A method according to claim 37, wherein each protection circuit, during the first N 
operations for the selection of an associated register, compares N data elements 
present on the data bus with the N passwords proper to the associated register, and 
each protection circuit is released for subsequent operations of selection of the 
associated register until the next resetting of the microprocessor if the N data elements 
correspond to the N passwords (Figure 1 item 12, column 4 line 45 - column 5 line 48), 
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Claim 42 is rejected as applied above in rejecting claim 37. Furthermore, Banno 
discloses: 

A method according to claim 37, wherein a single password is provided for each 
register; and wherein the steps of blocking and releasing comprise: 

comparing, during a first operation for the selection of the register, a data 
element present on the data bus with the password proper to the register and for 
delivery of an output signal representing a result of the comparison (column 4 line 47 - 
column 5 line 48); 

holding in each protection circuit the output signal until the next resetting of the 
microprocessor (column 4 line 47 - column 5 line 48); and 

permitting the selection of the register for subsequent selection operations of the 
register if the output signal indicates that the data present on the data bus during the 
first operation of selection of the register corresponds to the password associated with 
the register (column 4 line 47 - column 5 line 48). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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4. Claims 16-18, 23-25, and 33 - 36 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Banno et al. (U.S. Patent 5,680,581) in view of Tokumatsu et al. 
(U.S. Patent 5,222,001). 

Claim 16 is rejected as applied above in rejecting claim 15. Banno does not explicitly 
disclose the use of first and second type flip-flops as a first means to hold the output 
signal until the next resetting of the microprocessor. Tokumatsu discloses the use of 
flip-flops to store a strobe signal (output signal) (column 6 lines 20 - 30). Furthermore, 
Tokumatsu discloses a clock pulse (clock input) connected to the address decoder 
(column 8 lines 29 - 46). Tokumatsu further discusses the first latch circuit (first flip-flop 
circuit) being latched to a second latch circuit (second flip-flop) (column 6 lines 21 - 50). 
Banno and Tokumatsu are analogous arts because both pertain to transmitting 
instruction signals, and using an address decoder to determine accessibility to a 
memory element. Therefore, it would have been obvious of one of ordinary skill in the 
art at the time the Applicant's invention was made to replace the two-input AND gate 
provided by Banno to provide double-latching of the strobe signal (output signal) prior to 
the selection of the register via the AND gate. 

Claim 23 is rejected as applied above in rejecting claim 22. Banno does not explicitly 
disclose the use of first and second type flip-flops as a first means to hold the output 
signal until the next resetting of the microprocessor. Tokumatsu discloses the use of 
flip-flops to store a strobe signal (output signal) (column 6 lines 20 - 30). Furthermore, 
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Tokumatsu discloses a clock pulse (clock input) connected to the address decoder 
(column 8 lines 29 - 46). Tokumatsu further discusses the first latch circuit (first flip-flop 
circuit) being latched to a second latch circuit (second flip-flop) (column 6 lines 21 - 50). 
Banno and Tokumatsu are analogous arts because both pertain to transmitting 
instruction signals, and using an address decoder to determine accessibility to a 
memory element. Therefore, it would have been obvious of one of ordinary skill in the 
art at the time the Applicant's invention was made to replace the two-input AND gate 
provided by Banno to provide double-latching of the strobe signal (output signal) prior to 
the selection of the register via the AND gate. 

Claim 17 is rejected as applied above in rejecting claim 16. Furthermore, Banno 
discloses: 

A microprocessor according to claim 16, wherein said second means comprises: 
a delay circuit (Figure 2 item 12 c, column 4 line 47 - column 5 line 61); 
a two-input AND logic gate having a first input connected to the output of said 
address decoder for selecting the register associated with said protection circuit, a 
second input connected through said delay circuit to the output of said second flip-flop 
circuit of first means, and an output connected to the selection input of said associated 
register (Figure 2 item 12c). 

Claim 24 is rejected as applied above in rejecting claim 23. Furthermore, Banno 
discloses: 
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Claim 17 is rejected as applied above in rejecting claim 16. Furthermore, Banno 
discloses: 

A microprocessor according to claim 16, wherein said second means comprises: 

a delay circuit (Figure 2 item 12 c, column 4 line 47 - column 5 line 61); 

a two-input AND logic gate having a first input connected to the output of said 
address decoder for selecting the register associated with said protection circuit, a 
second input connected through said delay circuit to the output of said second flip-flop 
circuit of first means (Figure 2 item 12c); 

a second two-input AND logic gate having a first input connected to the output of 
said address decoder which has the task of selecting the register associated with said 
protection circuit, and a second input receiving a read/write signal column 4 line 47 - 
column 5 line 61); and 

an OR logic gate having a first input connected to an output of said first two-input 
AND logic gate, and a second input connected to an output of said second two-input 
AND logic gate, and an output connected to said register column 4 line 47 - column 5 
line 61). 

Claim 33 is rejected as applied above in rejecting claim 32. Banno does not explicitly 
disclose the use of first and second type flip-flops as a first means to hold the output 
signal until the next resetting of the microprocessor. Tokumatsu discloses the use of 
flip-flops to store a strobe signal (output signal) (column 6 lines 20 - 30). Furthermore, 
Tokumatsu discloses a clock pulse (clock input) connected to the address decoder 
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(column 8 lines 29 - 46). Tokumatsu further discusses the first latch circuit (first flip-flop 
circuit) being latched to a second latch circuit (second flip-flop) (column 6 lines 21 - 50). 
Banno and Tokumatsu are analogous arts because both pertain to transmitting 
instruction signals, and using an address decoder to determine accessibility to a 
memory element. Therefore, it would have been obvious of one of ordinary skill in the 
art at the time the Applicant's invention was made to replace the two-input AND gate 
provided by Banno to provide double-latching of the strobe signal (output signal) prior to 
the selection of the register via the AND gate. 

Claim 34 is rejected as applied above in rejecting claim 33. Banno does not explicitly 
disclose the use of first and second type flip-flops as a first means to hold the output 
signal until the next resetting of the microprocessor. Tokumatsu discloses the use of 
flip-flops to store a strobe signal (output signal) (column 6 lines 20 - 30). Furthermore, 
Tokumatsu discloses a clock pulse (clock input) connected to the address decoder 
(column 8 lines 29 - 46). Tokumatsu further discusses the first latch circuit (first flip-flop 
circuit) being latched to a second latch circuit (second flip-flop) (column 6 lines 21 - 50). 
Banno and Tokumatsu are analogous arts because both pertain to transmitting 
instruction signals, and using an address decoder to determine accessibility to a 
memory element. Therefore, it would have been obvious of one of ordinary skill in the 
art at the time the Applicant's invention was made to replace the two-input AND gate 
provided by Banno to provide double-latching of the strobe signal (output signal) prior to 
the selection of the register via the AND gate. 
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Claim 18 is rejected as applied above in rejecting claim 17. Furthermore, Banno 
discloses: 

A microprocessor according to claim 17, wherein said delay circuit comprises a 
shift register synchronized with the operations for the selection of said associated 
register (column 4 line 47 - column 5 line 61 ). 

Claim 25 is rejected as applied above in rejecting claim 24. Furthermore, Banno 
discloses: 

A microprocessor according to claim 17, wherein said delay circuit comprises a 
shift register synchronized with the operations for the selection of said associated 
register (column 4 line 47 - column 5 line 61 ). 

Claim 35 is rejected as applied above in rejecting claim 34. Furthermore, Banno 
discloses: 

A microprocessor according to claim 16, wherein said second means comprises: 
a delay circuit (Figure 2 item 12 c, column 4 line 47 - column 5 line 61); 
a two-input AND logic gate having a first input connected to the output of said 
address decoder for selecting the register associated with said protection circuit, a 
second input connected through said delay circuit to the output of said second flip-flop 
circuit of first means, and an output connected to the selection input of said associated 
register (Figure 2 item 12c). 



% 
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Claim 36 is rejected as applied above in rejecting claim 35. Furthermore, Banno 
discloses: 

A microprocessor according to claim 17, wherein said delay circuit comprises a 
shift register synchronized with the operations for the selection of said associated 
register (column 4 line 47 - column 5 line 61 ). 

Conclusion 



THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



KA 

04/28/05 



AYAZ SHEIKH 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



